Abstract-This paper addresses the problem of robust fault detection and isolation in dynamical systems using frequency domain data. Our main result shows that this problem can be reduced to a convex optimization problem that can be efficiently solved. The proposed method is put to test on a nontrivial, practically relevant problem: detecting the presence and estimating the composition of contaminants in lubrication and transformer oil.
I. INTRODUCTION
rJTHE problem of fault detection and isolation in systems lhas been given considerable attention in recent years. The main drive for this is the growing need for on-board diagnostics and prognostics of systems in order to reduce maintenance costs and down time [1] [2] [3] focusing on condition based maintenance rather than schedule based maintenance. Many engineering systems such as airplane control systems, automotive electronic throttle and transmission systems, power distribution systems (such as transformers), chemical process control systems, high performance bearing systems, airborne systems and tanks equipped with gas turbines, all require the early fault detection in order to prevent catastrophic failure [3] [4] [5] [6] [7] [8] . Some of the common classes of methods for fault detection and isolation include: model-based analytical methods, physical redundancy and model independent methods. Model based analytical approaches are popular due to their cost effectiveness. Many have studied this category using different mathematical models for the failure prediction [9] [10] [11] [12] [13] [14] [15] . However, the major challenge with the model-based approach is that it requires detailed knowledge of the physics of the system. Even in cases where a detailed model of the system is available, it may be difficult to exactly determine the values of all parameters involved, and any mismatch between the assumed and actual dynamics can lead to incorrectly concluding that faults are present. To address this difficulty, many researches have focused on robust FDI [12, [16] [17] [18] [19] [20] [21] [22] [23] [24] [25] [26] , while others have used oil conductivity as the measure of the oil condition [27] . (5) substituting (3) [29] ) and thus computationally expensive. To avoid this difficulty, in the sequel, motivated by the work in [22] we propose a convex relaxation of the problem that leads to computationally efficient solutions. To this effect, consider the block diagram shown in Figure 2 , where the measurement noise has been moved ahead of the uncertainty block. The corresponding equations are now given by y = [I + W(s)A(s)] {LGo (s) + E fG (s) u + d} (7) When compared to the original setup in Figure 1 , it can be easily seen that the only difference is in the measurement noise level, since if there exists a triplet {A, f, d} satisfying equation (7) Figure 1 by searching for a solution to the FDI problem shown in Figure 2 , with noise level E. As we show in the sequel this leads to a convex optimization problem. In addition, one will expect that if IIWAII <<1 then this approximation is not too conservative. Remark 1: Note that in general, due to the presence of uncertainty and noise, there may exist more than one set {A, f, d} that explains the experimental input/output data. In that case, to avoid ambiguities, we will select among all possible solutions, the one corresponding to the minimum value of llfl . This choice minimizes the number of false alarms, since it tries to explain, whenever possible, the experimental data as being produced by the normal (nonfailure) dynamics, possibly affected by dynamic uncertainty and measurement noise.
With this choice, the modified FDI problem can be recast into the following optimization form: This completes the proof.
.
IV. EXAMPLES: ANALYTICAL & EXPERIMENTAL
In this section we test the proposed technique using two FDI problems: one academic and one practical.
Example 1 -Analytical Example: The analytical example selected for testing the current technique is a system and its three fault dynamics all subject to uncertainty, equation (11), where the healthy and faulty dynamic models are given by equation (12) . The frequency data was generated using the models and an assumed uncertainty and noise models. The magnitude plot of the models and the frequency data is shown in Fig. 3 . Figure 3 . The dynamic models of the healthy plant and each failure mode were obtained using a leastsquares fitting of the corresponding frequency response. These models, for the healthy as well as the faulty dynamics are given by equation (13) . 45th IEEE CDC, San Diego, USA, Dec. [13] [14] [15] 2006 The proposed technique was tested using the models (13) and additional experimental data, not used in the identification. The results of applying the proposed FDI method to this new data are summarized in Table II . These results indicate that the developed method has effectively identified the fault types. The estimated fault levels are also generally good. In cases of single fault modes, the fault level was estimated to about 78-87% of the actual fault level. In this paper we introduced a new robust FDI method based on frequency domain data. In principle this formulation leads to non-convex, generically NP hard problem. To circumvent this difficulty, we proposed a (tight) convex relaxation that allows for recasting the problem into an LMI optimization form. These results were illustrated with an academic example and a practical one, identifying the presence and composition of contaminants in oil. As shown in the paper, in both cases the proposed method was able to correctly identify faults, in the presence of model uncertainty and measurement noise. Research is currently under way to improve the estimation of the fault levels, by exploiting mixed time/frequency domain data, and to integrate the technique with robust model identification.
